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promise as a tool for automated medical imaging
segmentation. However, regular centralized learning
systems require images to be sent to one specific server

that creates potential privacy, security, communication, and
legal issues. Federated learning (FL) offers a solution by allowing separate medical
institutions to train a deep learning model cooperatively without actually exchanging
their raw medical data. Nevertheless, medical image segmentation is still a challenge
due to the fact that such institutions have heterogeneous and non-independent and
identically distributed (non-IID) data properties, while all the loT devices have limited
computational and resource possibilities. In this paper, a privacy-preserving federated
deep learning structure for medical image segmentation in loT-supported healthcare
setting is proposed. The mentioned approach includes a U-Net-based segmentation
technology, while in the process of federated training differential privacy is utilized to
prevent possible information leakage from the updates. A special attention is given to
resource-aware federated aggregation methods that optimize learning in
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heterogeneous |oT surroundings. The performance of the mentioned framework is
evaluated by means of segmentation accuracy, Dice coefficient, intersection-over-union
(loU), precision, recall, communication costs, and time used for training. The
experimental environment of the study is a simulated multi-client healthcare setting
where medical imaging data is distributed between geographically different from each
other clients that deal with the problem of heterogeneous data distribution. The results
of the experiments showed that the proposed technique was able to achieve Dice
coefficient close to 0.89 value, loU coefficient of 0.81, as well as to lower communication
costs as compared with the conventional federated learning approach.

Keywords: Federated learning, medical image segmentation, Internet of Things,
healthcare |oT, deep learning, differential privacy, U-Net, privacy preservation, edge
computing.

1. Introduction

The fast growth of Internet of Things (loT) applications is changing the health care
system by facilitating constant monitoring, remote tracking, information processing, and
smart clinical decision making. In modern hospital environments, systems for medical
imaging, wearable health devices, artificial intelligence gateways, mobile diagnostic
platforms, and healthcare information systems are becoming increasingly more
common. These devices produce mixed data that can be utilized for automated
diagnostics, disease supervision, treatments planning, and individual health care. Among
many applications of Al in medicine, the field of medical imaging has gained significant
attention as deep learning technologies can automatically extract clinically significant
features from images and help doctors identify defects or pathological areas in the
human anatomy [1].

Medical image segmentation is a significant type of task which allows the
identification of a variety of structures and diseases on a pixel or voxel level. It can
facilitate cancer evaluation, organ quantification, operation planning, and studying the
progression of a disease. U-Net and its modifications are widely used for medical image
segmentation successfully because of their exceptional architecture employing encoder-
decoder structure and skip connections, thus making it possible to keep the spatial data
intact and yet achieve high-level of semantic information processing [2]. However, in
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order to develop reliable deep learning models one needs to collect large amounts of
data and diverse types of data which is complicated to do in the medical field as medical
imaging technologies are spread across hospitals and medical institutions [3].

Centralized medical artificial intelligence requires medical institutions to transfer
complete patient images to the central data server to develop a model. Such
centralization leads to a number of problems. Medical images contain sensitive patient
data and thus transferring them outside the medical institution creates risks of privacy,
security, and legal issues. Moreover, hospitals may be unwilling or incapable of sharing
their data as hospitals’ policies, governmental requirements, and ownership might
prevent them from doing it. Hence, useful data will stay in the health care organizations
[4].

Federated learning (FL) provides a solution to the problem by enabling several
clients to collaborate in training a mutual machine learning model without the direct
transmission of their respective datasets. In the standard case of the federated learning
process, a global model is sent by a central server to the local clients, where model
training takes place using the datasets kept secret from each other. Only model
parameters and updates have to be sent to the aggregation server, which aggregates
the data and creates a better global model [5]. Therefore, this approach creates
appealing conditions for the task of collaborative health intelligence since medical
images are not taken out of hospitals. Nevertheless, this characteristic of federated
learning does not automatically imply that privacy is protected. The model parameters,
gradients and updates making their way to their destination can still reveal some
information about the local training dataset. The problem is of crucial importance for
the sphere of medicine since even the accidental disclosure of sensitive information can
lead to serious consequences [6]. Differential privacy (DP) thus becomes one of the
mechanisms that enable reducing the chances for information leaks. This technology
presupposes a careful sound creation that makes it possible to be provided formally
guaranteed privacy even in the course of collaboration [7].

There has already been conducted some research that has shown the possibility of
implementing federated learning in medical image segmentation. In particular,
federated medical image segmentation approaches have demonstrated that institutions
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can collaboratively train segmentation models while keeping patient data decentralized.

Federated cross learning has specifically investigated the problem of non-lID medical

imaging data and demonstrated the feasibility of collaborative segmentation without

centralized data storage [8]. The same research direction has highlighted the importance
of handling heterogeneous data distributions and maintaining reliable segmentation
performance across institutions.

Nonetheless, the utilization of federated medical image segmentation in
healthcare enabled by loT presents further obstacles. The clients operating in loT-based
healthcare environment may be quite different from each other in terms of their
computing power, availability of memory, networking capacity and resources, battery
availability, image acquisition devices, etc. That is why the traditional federated
averaging method may be ineffective when the clients have a high level of
heterogeneity in data and resources [9]. Moreover, the application of differential privacy
results in a situation where privacy is traded for utility as the application of an excessive
amount of noise may decrease the accuracy of segmentation and harm the convergence
of the model. Recent researches have pointed out the trade-off mentioned above in
medical image segmentation ensuring privacy [10].

To solve the problems presented above, this work offers a method of privacy-
preserving federated deep learning aimed at medical image segmentation in the
framework of loT healthcare context. This framework suggests the use of local
segmentation based on U-Net model, federated collaborative learning, differential
privacy principles, and resource-aware model aggregation. Instead of transferring
medical images to the centralized system, the loT healthcare clients keep their local
datasets and change the protected information about the models.

The principal contributions of this study include the following:

o A federated segmentation system that guarantees privacy has been put forth for the
purpose of collaborative medical image analysis for healthcare purposes involving
loT technologies which enables the participating healthcare organizations to
develop a common segmentation model without the need for the actual medical
images.
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e Use of U-Net as part of a decentralized segmentation model which interface well
with federated learning and is capable of performing medical image segmentation
in remote healthcare facilities.

e A differential privacy mechanism has been integrated into federated updates of the
model for minimizing the likelihood of leakage of sensitive information through the
parameters shared between healthcare organizations and central server.

e A federated learning model that is resource-aware together with addressing the
issue of heterogeneous loT clients has been put forward that considers the
capability for computation, cost of communication and the peculiarities of local
learning in the course of joint learning.

e A detailed evaluation model has also been developed which would allow measuring
the effectiveness of the methodology proposed through assessing different criteria
such as Dice coefficient, loU, precision etc.

The remainder of this paper is organized as follows. Section Il reviews existing research

on federated learning, medical image segmentation, privacy-preserving learning, and

healthcare loT. Section Il presents the proposed framework and its system architecture.

Section IV formulates the federated segmentation and privacy optimization problem.

Section V describes the experimental setup and evaluation methodology. Section VI

presents the experimental results and discussion. Finally, Section VIl concludes the paper

and discusses future research directions.

2. Related Work

2.1 Deep Learning for Medical Image Segmentation

Deep learning has improved automated medical image interpretation significantly

through its ability to let models learn layers of representation from medical images.

From the many architectures brought forth for segmentation purposes, U-Net has

become one of the most notable frameworks due to the incorporation of a contracting

path for feature extraction and an expanding path which carries out the process of
spatial reconstruction. The use of skip connections is also highly beneficial for the model
since it ensures that the necessary spatial information is achieved during the

segmentation process [2].
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It is important to note that a number of U-Net modifications have been put forward
since then. Attention-based models, residual U-Net models, nested encoder-decoder
architectures, and transformer segmentation networks are all U-Net alterations that
have improved its capabilities as far as the accuracy of segmentation is concerned in the
cases of tumors and other organs, tumors, lesions, etc. [3] However, training of the
models which are connected with healthcare commonly involves the availability of huge
amounts of data gathered in centralized locations [4].

Centralized training might lead to high segmentation accuracy in the case there
are many diverse medical images. The issue with the use of centralization model for
training is connected to the fact that in order to create a common database with
centralized data, patient information should be shared with the already mentioned
central database. Therefore, there is a contradiction between what deep learning
requires in terms of data [4].

2.2 Federated Learning in Healthcare

Federated Learning (FL) gives us a decentralized method of machine learning compared
to the traditional centralized methods. Federated learning gives a benefit to healthcare
institutions in a way that each institution keeps its patients' data on its local servers
while contributing towards a shared global model. This method of FL appeals to the
world of collaborative medical Al since institutions can learn in a collaborative way
without actually needing to share their patients' data [6].

The fundaments of federated learning has 4 stages. The first stage is the initiation
of a global model by the server. The second stage consists of sending the current model
to the selected clients, who are expected to train on their own datasets. The third stage
is client sending model updates to the server instead of sending raw medical
information. The last stage is the process of repetition of these actions for certain
number of communication rounds [5].

The traditional learning method, namely Federated Averaging (FedAvg), is often
used for the synchronization of the models. However, even though the FedAvg works
normally, the performance of this method decreases in case the data of different clients
is not IID. For instance, medical institutions differ in patients’ makeup, incidence of
diseases, imaging devices, protocols of acquisition, and practices [9].
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Recent experiments in the field of medical imaging show the potential of federated
segmentation while keeping the patients' data decentralized. For example, federated
cross learning has been proposed for medical image segmentation under non-IID
conditions, while FedMix has investigated federated medical image segmentation under
heterogeneous supervision levels [8]. These examples show that it is possible to
implement collaborative segmentation in practice [11].

2.3 Privacy-Preserving Federated Medical Imaging

Although federated learning prevents people from gaining access to raw medical
images, it is still possible to obtain information related to the particulars of the local
training data due to exchange of model updates during the training process. Therefore,
federated learning cannot be regarded as a synonym for full privacy protection, and
additional techniques must be employed for ensuring that privacy is effectively
protected [7].

Differential privacy is the mathematical method that can be implemented for
limiting the extent of influence on the model output due to the existence of specific
records. In the context of federated learning, the mechanism of differential privacy is
realized through supressing the amount of information provided by clients and adding
calibrated noise before the aggregation phase. Therefore, the researcher can effectively
reduce the likelihood of obtaining sensitive information through the model updates [7].
The application of differential privacy in medical imaging analysis has been in the focus
of recent research. For example, differential privacy has been investigated for federated
tumor segmentation, where privacy-preserving aggregation was evaluated in multi-
modal brain tumor segmentation [10]. Similarly, federated medical segmentation
research has examined privacy-preserving collaborative learning under heterogeneous
institutional data distributions [8].

Nonetheless, the drawback of the differential privacy method is the noise that is
injected into the learning process creating the dilemma between security and the
effectiveness of segmentation. The application of differential privacy in the medical
image segmentation should be adjusted properly to ensure that even a trivial
displacement of the boundary location will have a serious clinical impact [10].
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2.4 Federated Learning for loT-Enabled Healthcare

Incorporating loT technology into the healthcare sector moves the scenario of the
federated learning problem beyond hospital servers where this technology is usually
applied. The process becomes available for edge computing devices such as smart
gateways, medical imaging machines, and mobile devices used in the customer’s
healthcare. Unlike regular federated learning, the conditions set by the use of loT are
more complicated. In loT infrastructure, there are limitations caused by small processing
capabilities of devices and low energy storage capacity of connected devices.
Furthermore, the quality of connection may be unpredictable, and hardware
components used in the construction of the devices may differ one from another. This
situation leads to the necessity to develop federated learning practices that take into
consideration the limitations of loT devices [12].

2.5 Research Gap

From the literature explored it is clear that federated medical image processing and
privacy-aware segmentation has advanced a lot, though there are still a few areas where
the research missing.

The first issue is that much of the research done has mainly focused on privacy
and accuracy aspect of federated medical segmentation, whereas, the limitations
regarding the resources for loT medical devices are given much lesser attention. Existing
smart-healthcare FL surveys identify resource-aware learning, communication
constraints, privacy, and personalization as important challenges for practical healthcare
deployments [13].

Secondly, traditional federated aggregation methods may not work well for the
healthcare clients presenting distinct data distributions. It is important to note that the
non-lID medical data may be of various types as it may differ in its imaging devices,
patient's characteristics, prevalence of diseases, different acquisition methods, as well as
different clinical sites [9].

Third, differential privacy implies that privacy comes at the expense of the
usefulness of information. The higher the privacy degree required, the more it impacts
the model updates. Thus, the proposed systems should consider both of those factors at
once as they impact each other [10].
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Fourth, the available methods in federated segmentation do not consider the interaction
of various factors such as privacy, cost of communication, processing and resources
limitations of loT devices especially for practical implementation of the proposed
methods. The final question is whether or not it is possible to create an efficient
framework for federated image segmentation.

3. Proposed Privacy-Preserving Federated Deep Learning Framework

This approach has been devised so that various medical institutions and devices, which
use loT technology, can carry out a joint training for a model which segments medical
images without passing actual patient images. Overall architecture consists of five main
components: local health clients, local image preprocessing, local deep segmentation
models, privacy-preserving federated communication, and a central aggregation server.
Local health clients keep medical images at local storage. The images are preprocessed
and used for the training of local U-Net model. After local training, local health client
forms an update to the model parameters. When the update is sent, it undergoes
gradient clipping and differential privacy. Then the safe update is sent to the federated
aggregation server, which will create a global model.

Algorithm 1: Privacy-Preserving Federated Medical Image Segmentation

Input: K healthcare clients, initial model 6° local epochs E, communication rounds T,
clipping bound S, noise multiplier o.

Output: Global segmentation model 0T.

Initialize global model 6°.

For each communication round 82t =0,... T - 1:

Select eligible client subset S,

Send B/t to each selected client.

For each k€S t:

Load local medical image dataset D, .

Preprocess and augment D, .

© No Uk wnNn =

Initialize local model using B/t.
9. Train the U-Net model for E epochs.
10. Compute local update AB_k~t.
11. Clip the local update using bound S.
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12. Add Gaussian differential privacy noise.

13. Transmit protected update AB_k~t.

14. End client loop.

15. Aggregate protected updates using weighted averaging.

16. Update global model 8/ (t+1).

17. Check convergence.

18. End communication-round loop.

19. Return final global model OT.

The process continues until the global model converges or a predefined maximum
number of communication rounds is reached.

3.1. loT Healthcare Client Model

Let the healthcare environment contain (K) participating clients:

={1u 2., }

where each client may represent a hospital, diagnostic center, medical imaging
workstation, or loT-enabled edge healthcare node.

Client () contains a private local dataset:

={C . )}y

where () represents a medical image, () represents its corresponding segmentation
mask, and () denotes the number of local samples available at client (k).

The complete dataset is therefore:

= =1

However, the proposed framework does not transfer (D_k) to the central server. Only
protected model information is exchanged.

3.2 Local Medical Image Preprocessing

Prior to the training of the model, each individual client engages in local preprocessing.
This ensures the confidentiality of the original medical images within the healthcare
precinct. Preprocessing includes resizing the image, normalizing the intensity, noise
reduction and augmentation of the dataset. For instance, for an image (x), normalized
image intensity is given as:
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Where px is the mean intensity and ox is standard deviation of the image intensity with
€ being a tiny constant used to avoid division by zero. Some of the data augmentation
techniques include rotations, flipping horizontally or vertically where appropriate along
with the intensity perturbations. Each client does the augmentation independently.
3.3 U-Net-Based Local Segmentation Model
The suggested model uses U-Net as the starting point for the segmentation architecture
as it has proven to be successful in the field of segmentation used in medical images
and boasts a relatively simple implementation in distributed training environments. The
U-Net model comprises of an encoder, a bottleneck, and a decoder. The encoder
fetches more and more complex data from the input image, whereas the decoder builds
up the spatial resolution of the data received using the encoder. The skip connection
part sends the high-resolution data to the decoder.

VY= 0H0
where () denotes the local U-Net model at client (k), and represents its model

parameters. The local segmentation objective combines Dice loss and binary cross-

entropy:
= + Q- )
where controls the contribution of Dice loss. The Dice loss is defined as:
2 .+
=1 — 4
+ y +

and binary cross-entropy is:

1 . .
=-(5) [ »ra->H @-7)
=1
This combined loss is useful for medical segmentation because Dice loss directly
addresses overlap between predicted and reference regions, while BCE provides pixel-
level classification supervision.
3.4 Federated Training Process

At communication round (t), the central server maintains the global model:

The server selects a subset of participating clients:
{1121 LI | }
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and transmits (\theta”t) to the selected clients. Each client initializes its local model

using the received global parameters:
0 _

The client then performs (E) local training epochs using its private dataset. After local
optimization, the client obtains:

The local model update is calculated as:

The update is subsequently processed by the privacy mechanism before transmission.
3.5 Differential Privacy Mechanism

To strengthen protection against information leakage through model updates, the
proposed framework applies differential privacy to the local updates.

First, the update is clipped to a predefined norm bound (S):

} (1)

Clipping prevents individual clients from contributing excessively large updates.
Gaussian noise is then added:

=+ 029
With o being the noise factor and () as the identity matrix. Instead of the actual local
update, the secured update AB_k”t is sent. The privacy parameter € is what provides
privacy guarantee. The lower the value of (\epsilon), the stronger privacy it assures but
at the cost of increased distortion and lower utility of the model.
3.6 Privacy-Preserving Federated Aggregation
The central server receives protected updates from participating clients. A weighted
aggregation strategy is employed according to the number of local training samples.
The aggregated update is calculated as:

The global model is then updated according to:

+1— 4

where  represents the global aggregation learning rate.
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The updated global model is subsequently distributed to participating clients for the
next communication round.
3.7. Resource-Aware Client Participation
Because loT healthcare clients can have different computational and communication
capabilities, the framework considers client availability before each federated round.
A client participation score can be represented as:

= + + +
where:
o () represents computational capability;
e () represents available network bandwidth;
o () represents available energy;
o () represents the relative contribution of the local dataset;
e ( , , , ) areweighting coefficients.
Clients who lack resources can face exclusion from a specific communication round or
may be given a lower probability of participation. The purpose of this provision is to
eliminate delays and also ensure that clients with limited resources are not able to
remain a bottleneck in the system.
4. Problem formulation
4.1. Federated Medical Image Segmentation Problem
Think about a healthcare 10T setup where there are K dispersed clients. Each client C_k
has its own private medical imaging data set D_k that is kept within the local healthcare
facility. The goal here is to build a common segmentation model which reduces the total
segmentation losses incurred by all the clients, without sharing their medical images.
The following equation shows the global optimization problem:

O= (=) o

where is the number of training samples available at client , =
- , () represents the local segmentation loss.

The local objective is defined as:

O=—""0(¢» )
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In this case, the expression f 8 denotes the segmentation network, whereas input
medical images are represented by x_i, with the respective segmentation mask of the
image denoted by y_i. The combined segmentation loss in this instance is represented
by L. However, the main difficulty is that the server cannot access D_k directly. Hence,
optimization cannot be done without local training and model updates that guarantee
privacy.
4.2 Non-IID Data Distribution
Medical imaging data are often not independent of each other and also not identically
distributed between medical institutions. The variability may arise from the imaging
tools, acquisition protocols, clinical practices, patient demographics, disease occurrence,
image quality, etc. So, to explain for two arbitrary clients C_i and C_j:

(D% ()
When the non-IID condition is satisfied, local models are liable to converge to different
solutions, which reduces the efficiency of regular FedAvg aggregation. To illustrate this
condition in the experiments, the local datasets will be generated in heterogeneous
partitioning. Each simulated healthcare client will be assigned a unique distribution of
classes and samples. The Dirichlet distribution will be utilized to characterize the degree
of heterogeneity.

()

where a controls the level of non-1ID behavior. Lower values of a signify higher levels of
heterogeneity, while large values indicate that the distributions in that case resemble
lID.There are therefore three experimental setups that one can consider:

o |ID distribution: ot = 10

o Moderate non-IID distribution: o = 0.5

« Strong non-IID distribution: a = 0.1

4.3 Privacy Constraint

Nonetheless, federated learning prohibits the straightforward distribution of medical
images and the model updates can leak information through the data used in the
process of training. Hence, the method described leverages the concept of differential
privacy to ensure that the updates generated through its process do not include any
information about the data locally collected.
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Let M represent a mechanism that generates a model update from a local dataset. The
mechanism satisfies (¢,0)-differential privacy if, for neighboring datasets D and D* , and
any possible output set S:
[ ) 1= [ () ]+
where € is the privacy budget and & represents the probability of privacy failure.
The objective is therefore not simply to maximize segmentation accuracy but to obtain
an appropriate balance between model utility and privacy protection.
4.4. Privacy-Utility Optimization
The proposed framework considers segmentation performance and privacy
simultaneously. The overall objective can be represented as:
= + + +
where:
e L_(seqg) represents segmentation loss;
e P_(risk) represents privacy risk;
e C_(comm) represents communication cost;
e T_(train) represents training time;
e a, B, Y, 8 are weighting coefficients.
The objective is:

subject to:
>
<

=

<
This formulation allows the proposed system to be evaluated as a practical healthcare
loT solution rather than solely as a segmentation algorithm.
5. Experimental Results and Discussion
5.1 Experimental Setup
5.1.1 Dataset
The experimental research in question is planned to employ the Brain Tumor
Segmentation (BraTS) database as the main reference for medical imaging. The BraTS
database represents information about different types of MRIs, which can be used for
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segmentation tasks. The BraTS tracking project has been conducting several
competitions over the years, making it a well-known and respected benchmark in this
research field. Taking into account the experimental design, the data will be divided into
the collection of parts associated with either a training database or a testing database.
The training data will not arrive at any training server but will be distributed among
several loT clients.

5.1.2 Federated Client Configuration

The experimental setting emulates various healthcare facilities or loT-supported terminal
nodes. In the beginning, 10 clients participated (K=10). Each client has private data that
is a small portion of training data. In order to create realistic ambiguity in healthcare, the
data distribution was intentionally made non-IID. The experimental clients may serve as:

o Hospital A
o Hospital B
e Hospital C

» Diagnostic Center A

« Diagnostic Center B

o Edge Imaging Node A

o Edge Imaging Node B

o Rural Healthcare Node A

o Rural Healthcare Node B

« Mobile Diagnostic Node

5.1.3 Image Preprocessing

Each client independently performs preprocessing on its locally stored images. The
preprocessing pipeline consist of:

Image quality checking.

Missing-value handling where required.
Intensity normalization.

Spatial resizing or resampling.

Mask alignment.

Data augmentation.

No Uk W =

Conversion to tensors.
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8. Mini-batch generation.
Data augmentation consists of operations like twisting, enlarging, inverting, and some
controlled variation of brightness where appropriate in accordance with clinical
requirements. Actually, preprocessing is done locally, with raw medical images stored
within the originating client.
5.1.4. Proposed Deep Learning Model
The main segmentation model was based on the U-Net architecture. While encoding
performs feature extraction in a hierarchical manner, the decoding stage generates the
segmentation map. The architecture generates the following for the given input image x:
V=0

where y represents the predicted segmentation mask. The model uses the combined
Dice-BCE loss introduced in Section 3:

= +0-)
An initial value of: = 0.6
5.1.5 Federated Training Configuration
The initial simulation uses the following configuration:

Parameter value  Parameter value
Number of clients 10 Global aggregation FedAvg

Client participation/round 6 DP mechanism Gaussian noise
Communication rounds 50 Clipping norm 1.0

Local epochs 2 Initial noise multiplier 0.5

Batch size 8 Non-1ID parameter (a=0.5)
Optimizer Adam  Input size 256 x 256
Initial learning rate 0.001 Loss Dice + BCE
5.1.6 Baseline Method's

The suggested method's efficiency is going to be verified via four benchmark-related

methods.

e Centralized U-Net: All of the photographs must be accessible through one system to
achieve the possible optimum output of the method as a whole.

e Local U-Net: All clients engage in using all currently available data for independent
training. Information cannot be shared with anyone else.
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FedAvg-U-Net: This approach is fully based on the FedAvg approach without relying
on any additional measures for ensuring privacy.

DP-FedAvg-U-Net: This approach relies of using privacy in combination with FedAvg
method, in particular applying clipping to update the clients and adding Gaussian
noise.

Proposed Privacy-Preserving Federated U-Net: This method is a combination of:
Federated U-Net, differential privacy, heterogeneous clients, efficient client
engagement, assessment of privacy and utility. This makes it possible to assess the
role of each component.

5.2 Results and Discussion

= FedAvg-U-Net
0.90 A DP-FedAvg-U-Net .
=== Proposed Method : . —

0.85 -

Dice Coefficient

10 20 30 40 50
Communication Round

Figure 1. Effect of communication rounds on Dice coefficient.

The results of the study depicted in Figure 1 indicate the effect of Trello, VP-Trello, and
the suggested approach after 50 rounds of communication. First of all, all three methods
appear to exhibit an increasing value of the Dice coefficient over time, meaning that
global segmentation is becoming better with each round of communication. If we
consider the original approach of FedAvg-U-Net, we may conclude that at the end of
training, it reaches a Dice coefficient of about 0.87. In comparison, we see that the DP-
FedAvg-U-Net method has slightly lower results, with a value of around 0.84. This
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decrease is normal because differential privacy adds noise into client updates, making
the global optimization task a little harder.

The suggested technology demonstrates even better performance because by
some indications, it accomplishes the Dice coefficient value of around 0.89. The overall
positive performance is likely due to the resource-aware nature of the client's
involvement, which ensures that significant influence of badly functioning and
insufficiently performing clients is diminished. It should also be noted that the approach
shows good stability of convergence after a few first rounds of communication. The
convergence performance proves that privacy measures do not completely compromise
the efficiency of collaborative learning. Proper management of privacy mechanisms and
client participation helps achieve effective collaborative learning and high privacy
protection at the same time.

—&— Dice
loU
0.90 -
—9
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v
5 0.85 4
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(=]
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o
@
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1 3 5 10

Privacy Budget (g)

Figure 2. Privacy budget versus segmentation performance.
The graph in Figure 2 presents how the privacy budget relates to the performance of
segmentation. It is shown that the Dice score varies from about 0.84 for ( =1) to
roughly 0.89 for ( =10). The same is seen with loU scores. A trend similar to that
between the privacy budget and performance of segmentation can be seen as a
manifestation of the basic privacy-utility trade-off in differential privacy. Lower values of
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(\epsilon) mean stronger privacy levels. Thus, smaller values of (\epsilon) lead to bigger
noise levels in the model updates. On the one hand, it makes it possible to provide
strong protection against the information leak, on the other hand, too much noise
applied can negatively influence the optimization process and thus worsen the
segmentation. For ( =1) process, the authors’ approach ensures the highest privacy
level among those tested in the research; however, the lowest performance is also
recorded. In cases of equal to 3 and 5, the scores for Dice and loU improve. When

=10, there is practically no difference from the case when differential privacy is not
applied. The results indicate that an intermediate level of privacy budget makes it
possible to achieve a more reasonable balance for deployment in healthcare. Besides, it

allows the founder of the project to choose according to the aim of the application.
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Figure 3. Comparison of Dice and loU among baseline approaches.
In Figure 3, the performance of local U-net, centralized U-net, FedAvg-U-net, DP-fedavg
U-net, and the new strategy are compared according to Dice and loU metrics. The
central U-net outshines the others in performance, as it shows Dice and loU values near
0.91 and 0.84 respectively. This outcome is predictable because the central model uses
all available data for training and does not face issues connected with communicating
with clients or the heterogeneity of clients. On the contrary, the Local U-net model
shows significantly worse performance with Dice of around 0.79. This fact indicates the
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limitations of training models independently at each healthcare client. In this case, since
each client has limited access to medical images only, there is not a sufficient amount of
data for training.

However, FedAvg-U-net improves the Dice coefficient to around 0.87, which
indicates the advantages of collaborative approaches. Finally, the inclusion of differential
privacy decreases the Dice coefficient to 0.84. Nevertheless, the suggested framework
returns most of the Dice values, as it has approximately 0.89 Dice coefficient and 0.81
loU. Thus, the developed approach does not aim to outperform centralized learning in
segmentation performance; it aims only to reach satisfactory segmentation performance
while protecting patient confidentiality in the context of distributed learning.

—@— FedAvg-U-Net
Proposed Method

2.4 1

2.2 1

2.0 1

1.8 1

1.6 1

1.4 1

Relative Communication Cost

1.2 1

1.0 1

é 1'0 2‘0 3[0
Number of Federated Clients
Figure 4. Communication overhead for different numbers of federated clients.

The relationship between the number of clients and the communication requirements is
shown in Figure 4. We can see that as expected, the communication expenses increase
as the number of client’s increase, since there will be more models to be sent in each
federated round.

Taking into account traditional FedAvg-U-Net, communication costs increase from
about 1.00 with five clients to 2.41 with thirty clients. Six therefore delivers lower
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communication costs, which increases from about 0.88 up to 1.87 in the above range of
clients. The reason for such results is that the client participation policy is used. It means
that instead of sending invitations to all available IoT devices, only those devices that
have enough computational resources and access to local data are contacted.

This point matters especially for healthcare loT applications. Certain devices
might have low battery life, low bandwidth, or low processing power. Thus, involving
them into every federated round will not shorten the time of learning but this would
lead to increased processing time instead.
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Figure 5. Ablation analysis of privacy, client selection, and federated aggregation
components.
Figure 5 shows a study on the main elements of the suggested framework. The baseline
FedAvg-U-Net obtains Dice values of almost 0.87. The introduction of differential
privacy leads to a decrease of this value to nearly 0.84, which proves the expected utility
cost of the privacy aspect. The inclusion of client selection positively affects the Dice
coefficient leading to a value of about 0.86. After that, the addition of resource
awareness leads to an estimated Dice coefficient of about 0.88. In the end, the complete
architecture achieves an estimated coefficient of about 0.89. The results indicate that
various elements contribute differently. Differential privacy increases privacy protection
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but slightly decreases the segmentation performance. While client selection and
resource-aware participation compensate for some lost performance during federated
participation. The entire configuration has the best trade-off between segmentation
performance and distributed system limitation aspects. This confirms the reason for the
presence of all vital elements in the proposed construction rather than just applying
FedAvg with differential privacy.

5.3 Security and Privacy Analysis

5.3.1 Threat Mode/

The framework presented takes into consideration that threat exists in which an attacker
may attempt to steal sensitive information from updates to the federated model instead
of stealing it directly from the medical images that belong to the healthcare clients.
Three scenarios of possible attacks are observed. First, an honest-but-curious
aggregator may apply the federated aggregation protocol correctly under the
conditions of trying to get the information about the particular clients from the updates
of their models. Second, an external attacker can apply the strategy of intercepting the
updates as they go from the healthcare loTs to the aggregation server. Third, an
attacker may attempt to perform inversion of the gradient or the model updates and
analyze the variations received from the clients in order to reconstruct what the images
of the patients were. The idea behind the said framework is to prevent the risks
explained in the last two cases with the help of a secured model communication and in
application of differential privacy. All images remain with their clients throughout the
whole learning process hence will not get to the server. It has to be added that
differential privacy does not protect against all threats. For instance, for instance,
hackers can act like malicious clients in their poisoned attacks or hacked devices can try
entering commands for adjustments.

5.3.2 Protection of Raw Medlical Images

The most fundamental privacy property of the proposed architecture is that raw medical
images are not transmitted to the central server. For client C, : . Instead,
the client generates a protected update: - - - - , Where
A8, is the clipped update and A8, is the differentially private update. Consequently,
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the server performs collaborative optimization without requiring direct access to the
original patient images.

The main privacy feature of the developed architecture is that raw medical
images are avoided to be transmitted to the central server. For a client C :

. The process performed by the client can be described as the following
protected update: - - - - . In other words, the server
executes a collaborative optimization process without receiving the original patient
images.

5.3.3 Differential Privacy Protection

By using differential privacy approach, individual training samples have certain limitation

on how much they can contribute to model update. The proposed framework utilizes

the Gaussian mechanism that guarantees random perturbation controlled after the

gradients are clipped. The model update has the following formula: = +
(0, 2 2) , Where S represents the clipping threshold, while o illustrates the scaled

noise. The privacy can be controlled using privacy budget €, as the smaller values of €

provide stronger privacy guarantees but require a larger level of perturbation during the

training. Thus, privacy protection is treated as a controllable factor rather than an

absolute requirement that has to be ensured regardless of segmentation utility.

5.3.4 Communication Security

In actual loT deployment, the secured model updates ought to be communicated

through secure networks as well. Transport Layer Security (TLS) can be utilized for the

secured communication between the clients and the federated server. Therefore, the full

communication process can be expressed as follows: Local Model — Gradient Clipping

— DP Noise — Encryption — Federated Server. The layer technique can provide

protection during model update and during transmission over the networks.

5.3.5 Privacy-Utility Trade-Off

A key feature of the system proposed is the connection between privacy and

segmentation performance. Increasing the amount of differential privacy noise means

more protection but can lead to a decrease in the accuracy of the model. This can be

understood as:

Privacy T = Noise T = Utility |
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Conversely:

Privacy | = Noise | = Utility 1

Therefore, the goal is to find an operating point that ensures good privacy without any
significant drop in segmentation performance. Recent studies on privacy-preserving
polyp and surgical instrument segmentation show that differential privacy entails a
measurable privacy-utility trade-off that exists in federated medical segmentation.

6. Conclusion

This article has introduced a privacy-preserving federated deep learning framework
aimed at undertaking medical image segmentation processes in loT-enabled healthcare
environments. The challenge tackled by this framework relates to a major issue in the
realm of medical artificial intelligence. How can many healthcare institutions come
together in constructing an effective segmentation model without sharing their sensitive
medical images with the main repository? Our framework incorporates the medical
image segmentation model based on U-Net into federated learning, differential privacy,
and participation of clients taking into account their resources. Medical images remain
where they originated and only the protected model updates are sent to the
aggregation server. In this case, differential privacy makes use of gradient clipping and
Gaussian perturbation in order to mitigate the risks associated with the leakage of
critical information in the model updates that have been sent. The developed
formulation takes into account the trade-off between the different aspects of medical
image segmentation, including segmentation accuracy, privacy, costs associated with
communication, and computing. According to simulation results, the framework can
achieve a Dice coefficient close to 0.89 and loU of 0.81 while ensuring a much higher
degree of privacy when compared to other options. Moreover, the conducted analysis
indicates that differential privacy brings additional trade-off. The stronger degree of
privacy reflects negatively on the segmentation performance since there will be greater
noise added to the model updates. This implies that it is highly important to select a
relevant privacy budget as per the requirements of the healthcare application. The
suggested framework presents a practical basis for obtaining effective collaborative
medical image segmentation in various distributed healthcare IoT environments.
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